
  
 

     
    

     
 

  
   
  
  

 
   

     
     

 
   

 

 
   

 
 

     
 

SSNTest7 

Thomas, Oennls 
IDme • 

.. 
Vou h.we tt(tfv«f ~n tnc,ypecd mtt$0C)t from GI\IC k(\lrt ffld:..tg,n_g ~1em. h 1$ tt<ommtndtd thl! 
ahM ~dtn9 tht- attachmtrn,. )'0U cboose th~ OM· tlm~ passcodt option for tM most ttt~ 
acc~s. 
To~ your mtssa,g~ 
Sa~ and open the attKhm-~nt (mtSsagt.htmll Mid fotlow th~ ,nsuucbons.. 
Sign ,n vs1ng the fdloMng lffl'l,)1! ,>cldres.s: --0,gmalLcom 

fhit~ ~1.191 ¥01<:S ~n .,. fot-t'lf t.Olt utt oftM,ne«1~f.:~+"tor~-oa<ICI f'f'llf;<onUlft 
,ot1,~i•i•11.....,..,'°" l'J011"""r,u--.-.cllf'lot"""'n~ fl/ffl+~NM"'IW..--O<lf1Ntti;tf'llt1~ 

A Sc<urc MUUl:gC: From.: 

.1 ... ~.,-
fj mu .. ge.html 

I 

am 

Encryption Instructions for Email 
In order to meet Gramm Leach Bliley Act standards in our new O365 email and offer pretty much the same 
functionality that we had before, I have implemented a MS template to create secure emails sent to NON-
GNTC email addresses if the email is determined by Microsoft filters to contain: 

• Credit Card Numbers 
• US Social Security Numbers 
• US Bank Account Numbers 
• US Individual Taxpayer Identification Numbers 

Remember, this does not apply for internal emails within GNTC. However, if an email is sent to a recipient 
outside of our gntc.edu domain which contains any of the information above, the email will be encrypted, and 
the recipient will receive a message that they have an encrypted message along with instructions on how to 
access. Here’s what the recipient would see when sent a message containing such items… (I sent a test 
message to a Gmail account) 

Notice in the instructions that we recommend using the one-time passcode option for the most reliable 
access. 

When the recipient downloads the attached message.html file and opens it, they will see: 



 
 

    
   

 

 
 

  
   

    
 

 
 

 
 

 

GNTC s«ute f:mad Pott.ii 

Encrypted message 

from 
dthomas@gntc.edu 

lo 
@grnail.com 

To view the message, sign ,n wnh a M,c.rosoft a<:coon1. you, wol'IC ors~ account. or~ a one-·t1me 
pass<:Ode. 

@s.gn,n 

0 USf: ~ one--l1tnt P,HS<odt 

A Sc<aH Messa,c From: 

.I ... ~ 

We sent a passc:x:e to !!>£meil.coll'. 

Plen e cl-'eck ; cur email. enter the pa!;:sco;le :hat tcirespcrids \Yith the 
re-ference code. zin cf cl,ck continue. The :>&sscooe w1I exp,·e , ... 15 m1nute-s. 

Pa«rn(l~ '--------' 

A k(11t9 M!i"~c fn>m: 

1 ... ~~-

When they click the one-time passcode link, they will be sent a separate email with a passcode, and a page will 
be displayed where it should be entered. It looks like: 

This is really a very simple process, and I’ve spent much more time composing this email than it will take for a 
recipient to access an encrypted message. I just wanted to let everyone know how it works in case a recipient 
outside the organization has questions about it. 

Dennis Thomas 
IT Director 
Georgia Northwestern Technical College 
706-764-3859


